Physical Security Specialist

 GS-080-14

I. INTRODUCTION

Physical Security work is concerned primarily with the physical protection of sensitive or classified information, personnel, facilities, installations, or other sensitive materials, resources, or processes against criminal, terrorist, or hostile intelligence activities. Physical security specialists develop security policy and design, develop, evaluate, and sometimes install protection systems and devices to insure that sensitive information, equipment, and other material is not compromised, sabotaged, stolen, misused, or subjected to terrorist, malicious mischief, or other acts of willful interference.
II. MAJOR DUTIES AND RESPONSIBILITIES

Physical security specialists review facility designs, inspect facilities where sensitive material will be located, ascertain the use to be made of material in the organization, who is to use it, and how it should be protected. They evaluate the effectiveness of existing security practices; recommend the type of control requirements, procedures, and facilities needed; assure that organization personnel are adhering to established policy and practices; and recommend appropriate action to correct deficiencies.

Physical security specialists conduct surveys and analyses to identify how critical and vulnerable facilities or sites are and threats against them. They consult with operating personnel and other security specialists to devise protection systems that provide maximum security with the least interference in the organization’s mission.
Serves as the technical expert in physical security matters on interdepartmental and department-wide task forces developing physical security policies, procedures, and enhancements.

Provides broad administrative and policy direction for the security programs under his/her cognizance.  Independently plans, schedules, coordinates, carries out, and monitors the effectiveness of assigned security programs.  Makes extensive technical judgments’ concerning the interpretation and implementation of existing policy for assigned security areas.  Is delegated the authority for making analytical and technical security policy decisions.

III. FACTOR LEVELS

Factor 1 - Knowledge Required by the Position 



FL 1-8 1550 points

Comprehensive knowledge of physical security policy requirements to function as a technical authority in assignments requiring the application of new theories and developments to security problems not susceptible to treatment by accepted security methods, technology, or procedures. In addition to mastery of physical security, employees at this level use knowledge of other security specialties in resolving major conflicts in policy and program objectives. 

Knowledge to perform key decision-making and policy-developing responsibilities in very difficult assignments such as planning for significantly new or far-reaching physical security program requirements, or serving as a technical expert in interagency study groups for resolving problems in existing physical security systems and programs requiring innovative solutions. Employees may also advise top level agency security and subject-matter managers on new developments and advances in physical security techniques; plan, organize, and direct studies to develop long range (e.g., 5-10 years) studies and forecasts; and recommend methods for enhancing efficiency of physical security systems through modifications and applications of evolving technology.

Factor 2 - Supervisory Controls 





FL 2-5 650 points

The supervisor provides broad administrative and policy direction through discussion of financial and program goals and national, agency, and local security policies affecting the direction of the physical security program. The employee at this level works under broad delegated authority for independently planning, scheduling, coordinating, carrying out, and monitoring the effectiveness of the operation of the physical security program(s).

The employee makes extensive unreviewed technical judgments concerning the interpretation and implementation of existing physical security policy and in deciding which analytical and technical decisions lead to, or form the basis for, major physical security program policy and operational decisions by top management. The employee is regarded as the leading technical authority for the employing organization in physical security. The supervisor usually accepts the employee’s recommendations without change.  The employee’s actions, decisions, and recommendations are reviewed primarily for results obtained in achieving security goals and objectives, and in providing support for the attainment of the organization’s mission responsibilities. The supervisor evaluates the employee’s recommendations for new or revised security policies, procedures, and controls in terms of impact on subject-matter program goals and objectives, and national security priorities.
Factor 3 - Guidelines 






FL 3-5 650 points

At this level, the employee is a recognized technical authority on the development and interpretation of physical security guidelines, policies, legislation, and regulations covering the security operations of one or more substantive national security programs and the organization(s) which administer them. 

Guidelines are nonspecific and stated in terms of broad national or departmental policies and goals, often in obscure legal and technical terminology which necessitates extensive interpretation to define the extent and intent of coverage. Some employees develop guidance in the form of security circulars, directives, or instructions of the implementation of new and revised methods which organizations are required to use in formulating their physical security programs. Some employees at this level represent their organizations as technical experts on interagency committees and task forces formulating general program guidance for implementation in a variety of different operating environments where variations in methods and techniques may be needed in order to meet particular physical security program objectives.

At this level, employees must use initiative, judgment, and originality in researching and interpreting existing national policies and legislation, in determining when new or revised legislation is needed, and in researching and preparing recommendations for the content of such legislation. The employee, as a recognized technical authority in physical security, develops regulations and security policies.

Factor 4 - Complexity 






FL 4-5 325 points

Employees perform assignments involving various projects, studies, or evaluations requiring the application of many different and unrelated processes, differing regulatory criteria and procedures, and significant departures from established practices, to reach decisions, or to develop and implement new methods and techniques that satisfy policy and operational requirements. The employee makes recommendations for changes in basic policy issuances and for implementing instructions covering established security techniques, practices, and methods based on personal analysis of very general policy directives and objectives.

Decisions regarding what needs to be done are complicated by the number and nature of existing security programs or other regulatory guidance or circumstances, overlapping requirements, distinct local, environmental, or other considerations that have an impact on the ability to apply established methods.

Usually, there are conflicting requirements, the problems are poorly defined or require projections based on variable information or technological development, or some degree of change must be anticipated in mission requirements, related security systems, or funding requirements.  The work involves originating new security techniques, establishing criteria, or developing new information and approaches to problem solutions.
Factor 5 - Scope and Effect 





FL 5-5 325 points

Work at this level involves such things as: isolating and defining issues or conditions where a number of project efforts or studies must be coordinated and integrated, resolving critical problems in agency-wide systems, or developing new approaches and techniques for use by others.  Typically, employees at this level serve as expert consultants in an area of specialization or as project coordinators in carrying out one-of-a-kind projects.  The employee’s advice, guidance, or results affect development of major aspects of security program definition and administration throughout the agency. Such work significantly affects the work methods to be applied by other security specialists throughout the agency and often in other agencies.
Factor 6 - Personal Contacts 





FL 6-3 60 points

Contacts are with individuals from outside the agency who represent the security program interests of other Federal agencies, contractors, private business and financial interests, State and local governments, public and private institutions (e.g., colleges and universities), or congressional offices. Contacts take place in a moderately unstructured setting (e.g., the contacts are not established on a routine basis, the purpose and extent of each contact is different, and the role and authority of each party is identified during the course of the contact).
This level also includes contacts with employees of other Federal organizations engaged in security functions which affect the budget of the employing organization, and contacts with representatives of private firms performing services for the Government which involve security considerations as a function of contract performance.
Factor 7 - Purpose of Contacts 





FL 7-3 120 points

The purpose of contacts is to persuade program managers and other decision-making officials, with widely differing goals and interests, to follow a recommended course of action consistent with established security policies, objectives, and regulations. This level is exemplified by contacts with managers, often in an advisory relationship, for the purpose of briefing them on program plans and levels of spending or to change program plans so that security systems may be applied to greater advantage. Also covered at this level are contacts such as hearings and interviews to discuss and resolve derogatory or potentially derogatory information that may affect the ability to grant security clearances. At this level, persuasion and negotiation are necessary due to the presence of conflicting security, budgetary, and program objectives that must be resolved. Some employees present, explain, and defend controversial security policies and regulations at meetings and conferences with officials at higher levels of security program responsibility, and/or with officials from other agencies and private companies.
Factor 8 - Physical Demands 





FL 8-1 5 points

The work is primarily sedentary.

Factor 9 - Work Environment 





FL 9-1 5 points

The work is normally performed in an office setting.

TOTAL POINTS - 3690

This position is exempt from coverage under the Fair Labor Standards Act.

