Physical Security Specialist

 GS-080-7

I. INTRODUCTION

Physical Security work is concerned primarily with the physical protection of sensitive or classified information, personnel, facilities, installations, or other sensitive materials, resources, or processes against criminal, terrorist, or hostile intelligence activities. Physical security specialists develop security policy and design, develop, evaluate, and sometimes install protection systems and devices to insure that sensitive information, equipment, and other material is not compromised, sabotaged, stolen, misused, or subjected to terrorist, malicious mischief, or other acts of willful interference.
II. MAJOR DUTIES AND RESPONSIBILITIES

In a developmental capacity, the Physical security specialist reviews facility designs, inspects facilities where sensitive material will be located, ascertains the use to be made of material in the organization, who is to use it, and how it should be protected. They evaluate the effectiveness of existing security practices; recommend the type of control requirements, procedures, and facilities needed; assure that organization personnel are adhering to established policy and practices; and recommend appropriate action to correct deficiencies.

Physical security specialists conduct surveys and analyses to identify how critical and vulnerable facilities or sites are and threats against them. They consult with operating personnel and other security specialists to devise protection systems that provide maximum security with the least interference in the organization’s mission.
III. FACTOR LEVELS

Factor 1 - Knowledge Required by the Position 



FL 1-6 950 points

A practical knowledge of commonly applied security principles, concepts, and methodologies in carrying out assignments and developing skills by performing limited independent work. The nature of the assignments require some application of judgment in the use of physical security knowledge and the employee must develop skill in weighing the impact of issues that influence the course of actions taken in resolving physical security matters.

Possesses knowledge of physical security criteria, equipment, or techniques sufficient to resolve well-defined questions or conditions. The employee uses knowledge of standardized physical security applications or established variations in physical security criteria.

Factor 2 - Supervisory Controls 





FL 2-2 125 points

The supervisor provides specific instructions as to approach, methods, and sources of information on new or unusual assignments. Standard operating procedures and applicable precedents largely govern recurring work. The supervisor guides the employee in reviewing work to be done and preparing recommendations made by the employee for actions, changes, or additions to existing systems to resolve the security problems or situations, or to enhance systems for new, higher level protective requirements.  The employee uses initiative in independently carrying out assignments that are covered by established procedures. The employee is expected to seek assistance on deviations, problems, and unfamiliar situations that arise. Finished work is reviewed for technical adequacy, adherence to standard procedures, and compliance with any special instructions.

Factor 3 - Guidelines 






FL 3-2 125 points

Procedural instructions for doing the work have been established and are readily available to the employee. Guidelines cover a wide variety of procedural and administrative conditions. The number and similarity of guidelines requires the employee to use judgment in locating and selecting the proper procedural and technical instructions for application to specific physical security assignments.

Adaptation of, or deviations from, guidelines are limited to matters of style and format. The employee determines which of several established alternative procedures to use and develops recommendations about which procedures can best satisfy the security objectives in each specific assignment.

Situations not covered by existing guidelines, or for which guidelines are conflicting, ambiguous, or not available to the employee, or which would require significant deviations from existing guidelines, are referred to the supervisor or to a higher graded employee skilled in the work.
Factor 4 - Complexity 






FL 4-2 75 points

Assignments consist of duties and responsibilities involving the performance of related steps, methods, tasks, and procedures in physical security. The employee typically works as a trainee or as an assistant to an experienced worker. Assignments usually involve various sequential steps such as gathering information, reviewing the adequacy of investigation reports, preparing straight-forward information about document inventory and marking procedures, or other tasks which have been screened to eliminate those aspects of the work that are difficult to identify. Typically, there is some choice involved, such as the form in which information is organized or presented, or the selection of a guide appropriate to the assignment.  Actions to be taken are based on clearly applicable documentation requirements and well-established procedures.
Factor 5 - Scope and Effect 





FL 5-2 75 points

The primary purpose of the work is to assist higher-grade employees in the performance of detailed and routine work, in order to develop general skills in physical security. The work involves the application of specific, well-established rules, regulations, and procedures in physical security.  Work products and services affect the accuracy and timeliness of broader projects or studies being performed by more experienced employees.
Factor 6 - Personal Contacts 





FL 6-2 25 points

Contacts are with persons from outside the immediate employing office or organization, but usually within the same Federal agency or major component. Typical contacts at this level are project managers responsible for substantive subject-matter programs or their designated representatives; engineers, chemists, and other technical subject-matter specialists; program analysts; and other security specialists at various levels within the agency, in field or headquarters locations. 
Factor 7 - Purpose of Contacts 





FL 7-1 20 points

The purpose of contacts is to obtain or convey information about the physical security programs of the employing organization. Information exchanged may include such things as the status of funds for a physical security project; the schedule and rate of implementation of a physical security system; current physical security policies and regulations; and/or standardized methods, techniques, and procedures for planning and implementing a physical security system.
Factor 8 - Physical Demands 





FL 8-2 20 points

The work requires regular and recurring physical exertion, such as long periods of standing, walking, bending, stooping, reaching, crawling and similar activities. The work may require some common characteristics and abilities of physical agility and dexterity to work in confined spaces and to move or lift moderately heavy objects.
Factor 9 - Work Environment 





FL 9-2 20 points

The work is performed in settings in which there is regular and recurring exposure to moderate discomforts and unpleasantness, such as high levels of noise in contractors’ plants, high temperatures in confined spaces, or adverse weather conditions at construction sites. The employee may be required to use protective clothing or gear such as masks, gowns, coats, boots, goggles, gloves, or shields.
TOTAL POINTS - 1435

This position is non-exempt from coverage under the Fair Labor Standards Act.

