Security Assistant (Office Automation)

GS-086-06
I. INTRODUCTION

Incumbent assists the security officer by performing a variety of administrative and clerical duties in support of the personnel security program.

II. MAJOR DUTIES AND RESPONSIBILITIES

Processes all requests for security clearances (e.g., Top Secret, Secret, and Confidential access).  Reviews official personnel files, security applications, and investigative documents in processing the clearances, and brings to the attention of the security officer any derogatory information. Ensures personnel security questionnaires of employees are detailed and accurate, obtaining the employees' trust and confidence.  Checks apparent discrepancies in background investigation by comparing related forms and inquiry vouchers.  Prepares/submits entire investigative package for action/adjudication. Inputs current security data to the database.  Processes message traffic per security regulations, reviews, and analyzes data for appropriate action.  Operates computer for obtaining criminal histories and motor vehicle division inquiries.  Inputs all new employee data into the security database and deletes data on separated employees.  

Briefs or debriefs employees with clearances, preparing and accepting non‑disclosure agreements or security termination statements.  Prepares forms, schedules photographs, indexes finger prints and inputs data into computer.  Maintains control log for accounting and destroying when of no further reference or informational value.  Maintains badge identification program for Department employees and contractors.  Responds to requests for information concerning clearance actions, coordinating with requesting office and faxing responses to other military installations for approval.  Maintains file on visit requests from federal agencies, contractors, and individuals.

Maintains files, instructions, directives, and publications of security regulations used in the administration of the personnel security program.  Ensures the investigative files are maintained and destroyed as required.  Researches files providing information and/or reports.  Maintains an up‑to‑date badge program with listing of authorized names and job descriptions as per regulations.   

Types correspondence, reports, directives, final investigator's reports, etc.  Ensures correct spelling, punctuation, capitalization, and grammar and that documents are prepared in appropriate format.  Typical correspondence includes memoranda, messages, endorsements, letters relating to security matters, and sworn statements (i.e.; of suspects, witnesses).  Drafts memoranda and/or electronic mail messages to requesting information and/or appropriate action. 

Receives telephone calls or personal visitors, determines the subject of the contact, and determines if the call or visitor should be referred.  Places telephone calls as required.  Receives and distributes incoming correspondence, mail, and determines by review of the documents which require the prompt attention of the security staff.  Operates the office reproduction equipment and requisitions office supplies and material needed for the office.  Prepares monthly report of deficiencies for the record; prepares a quarterly report of deficiencies for higher-level management.   Types travel arrangements for security staff and serves as timekeeper for the office.  Responsible for office blank forms and publications for regulations.                                                                      

Performs other duties as assigned.

FACTOR 1.  Knowledge Required by the Position


Level 1-3, 350 points

Knowledge of the personnel security program, regulations, policies and guidance affecting employment, position sensitivity, and eligibility of employees.  Knowledge of policy and procedure requirements for the assignment of security clearances.  Knowledge of office files, both manual and electronic, and skill in filing and locating required references.  Ability to interpret and apply regulations governing the personnel security program and other applicable security directives.

Skill in operating a word processor and preparing professional correspondence and reports.  Skill in oral and written communication sufficient to receive and refer telephone calls, meet and assist visitors and applicants, and prepare reports on all aspects of personnel security program.

Requires a Top Secret security clearance.  

FACTOR 2.  Supervisory Controls




Level 2-3, 275 points

Supervisor makes assignments by defining objectives, priorities, and deadlines.  Employee works 

Independently, drawing upon experience and general knowledge to handle routine assignments and referring the more complex to a higher-level security specialist.  Employee performs a wide variety of work and uses initiative to determine the approach to be taken or methods to be used. Work is evaluated for technical accuracy, sound judgment, and completion of objectives, priorities, and deadlines.

FACTOR 3.  Guidelines





Level 3-2, 125 points

Specific guidelines are available as needed for reference purposes. They include technical dictionaries, directives pertaining to administrative practices and clerical procedures, security regulations, correspondence manuals, and prescribed filing systems. Incumbent uses judgment in interpreting and adapting guidelines in specific situations and individual cases. Situations involving significant deviations from established guidelines are referred to the security officer.

FACTOR 4.  Complexity





Level 4-3, 150 points

Employee assists the security officer in the responsibility for the implementation, maintenance, and evaluation of the personnel security program.  Employee is responsible for applying appropriate procedures in the administration of the personnel security program, reviewing the adequacy of personnel investigation questionnaires and reports, and answering questions concerning the application of procedures, regulations, and guidelines on security matters.   Conducts research, compile information, determine the adequacy of information, and provide data analysis covering a variety of program issues.

FACTOR 5.  Scope and Effect




Level 5-3, 150 points

The purpose of the position is to relieve the security officer of the routine administrative and 

Miscellaneous clerical work. The work affects the accuracy and reliability of further processes, such as the efficiency in maintaining the files, correctness of correspondence and messages, and timeliness in response to action items is vital to keep the security division running smoothly and effectively.

FACTOR 6.  Personal Contacts




Level 6-2, 25 points

Contacts are with supervisors and employees of major departmental elements and/or field offices, Federal, State, and local agencies, contractor organizations, and various investigative agencies.  Contacts are extensive both internally and externally on a variety of technical and non‑technical matters.

FACTOR 7.  Purpose of Contacts




Level 7-1, 20 points

Contacts are for the purpose of conveying and receiving information concerning requests for security clearances for access and the processing of employee applications. .

FACTOR 8.  Physical Demands




Level 8-1, 5 points

The work places no special physical demands on the employee. The work includes some walking, standing, bending, and carrying of light items such as paper and books.  No special physical qualifications are required.

FACTOR 9.  Work Environment




Level 9-1, 5 points

The work environment involves the normal risks and discomforts typical of an office.

TOTAL POINTS - 1105

