Position Title:  
       INFORMATION TECHNOLOGY SPECIALIST

Occupational Series: 
      GS- 2210

Pay Plan/Grade: 
      GS-12

Major Duties and Responsibilities:

At this level, the employee uses fundamental information technology (IT) principles and policies to reconcile conflicting technical viewpoints and guidance.  Work requires knowledge of a broad range of IT techniques and an in-depth specialized knowledge of a particular aspect of the field. Recommendations and analyses affect the plans, goals, and effectiveness of programs at various IT organizational levels. 

  - Provides advice and guidance on a wide range and variety of complex IT issues. 

  - Interprets IT policies, standards, and guidelines. 

  - Conducts analyses and recommends resolution of complex issues affecting the specialty area.  

  - Evaluates and recommends adoption of new or enhanced approaches to deliver IT services. 

  - Tests and optimizes the functionality of systems, networks, and data. 

  - Identifies and defines business or technical requirements applied to the design, development, implementation, management, and support of systems and networks.

  - Ensures optimal use of commercially available products.

  - Evaluates proposals for the acquisition of IT products or services.

  - Prepares and presents reports.

  - Represents the organization in interactions with other organizations.

  - Provides technical leadership on group projects.

Within the framework of priorities and overall project objectives, the employee plans, organizes, and completes assignments by developing new approaches and techniques.  The supervisor is available to discuss controversial findings, issues, or problems with widespread impact.  The supervisor reviews completed projects, evaluations, reports, and/or recommendations for compatibility with established goals and effectiveness in achieving desired objectives. IT policies and practices provide a basic outline of the results desired, but do not detail the methods to accomplish assignments.  Complications arrive out of conflicts between regulatory and legislative guidelines, program objectives, or changes in the demand for program services. Contacts outside the agency may include consultants, contractors, or business executives in a moderately structured setting.  The purpose of these contacts is to influence managers and other officials to accept and implement findings and recommendations.  The work is primarily sedentary and performed in an office environment.

Technical Competencies:

General IT: Knowledge of a range of IT specialties to complete projects from design through support.

Policy and Planning: Knowledge of IT capital planning principles and methods and the enterprise architecture to prepare capital investment plans to support the organization’s mission.

Policy and Planning: Ability to apply IT methods and best practices performance management methods to assist in developing business cases. 

Policy and Planning: Ability to evaluate and advise new and emerging technologies. 

Security: Knowledge of IT security principles, methods, products and services to evaluate and recommend the acquisition, implementation, and dissemination of IT security tools, procedures, and practices to protect information assets.

Security: Knowledge of IT security principles and methods, and procedures for purchasing/using COTS products, to plan and coordinate the delivery of an IT security awareness training program for end users at all levels in the organization.

Security: Knowledge of information systems security principles, and test and assessment methods to evaluate new security authentication technologies such as public key infrastructure certificates, secure cards, and biometrics.

Systems Analysis: Knowledge of systems analysis concepts and techniques to evaluate the feasibility of proposed new systems development projects and to consult with customers about refining functional requirements.

Systems Analysis: Knowledge of systems analysis concepts and techniques to assist applications developers on isolating and solving design problems encountered during the testing and implementation stages.

Applications Software: Knowledge of applications software development concepts, and techniques and methods for integrating and optimizing components to provide technical guidance in designing, coding, testing, debugging, and maintaining programs.

Applications Software: Knowledge of software design concepts and methods, and database management techniques to design, code, test, and debug large and complex programs.

Applications Software: Working knowledge of, and skill in applying software design principles and methods, and infrastructure requirements to design and update standards for object-oriented graphical user interfaces.

Operating Systems: Working knowledge of, and skill in applying operating systems software principles and methods, and life cycle management concepts to install, configure, test, and implement vendor supplied modifications to existing systems software.

Operating Systems: Working knowledge of, and skill in applying operating systems principles and methods, and performance management and measurement methods to monitor systems performance data, and optimize performance.

Operating Systems: Working knowledge of, and skill in applying operating systems principles and methods, and the functionality of the current systems environment to configure systems components such as disk drives, printers, and other peripherals needed to support the operating environment.

Network Services: Working knowledge of, and skill in applying network design and architecture principles and concepts to establish connectivity between remote sites.

Network Services: Working knowledge of, and skill in applying network operation and maintenance concepts and methods, and network architecture principles and concepts to create network maps and troubleshoot network problems.

Network Services: Working knowledge of, and skill in applying network design principles and concepts, and configuration management concepts and practices, and LAN and WAN development principles and methods to develop and implement configuration management plans for complex LAN’s and WAN’s.

Data Management: Working knowledge of, and skill in applying database management concepts and principles to develop data models and produces database design schema for integrating source data into data management systems.

Data Management: Working knowledge of, and skill in applying database management principles and methods, and the organization’s data assets and technical architecture to optimize data management processes, and recommend performance enhancements such as increasing storage capacity or modifying interfaces.

Data Management: Working knowledge of, and skill in applying database management principles and methods, the organization’s data assets and technical architecture, and performance management and optimization methods to plan and coordinate the migration of data to a newer version of a database management system.

Internet: Working knowledge of, and skill in applying Internet technologies, programming and scripting languages, and Internet protocols to optimize the design and development of Web sites.

Internet: Working knowledge of, and skill in applying Internet technologies, and database management principles and requirements analysis methods to advise IT specialists developing Internet-enabled databases.

Internet: Knowledge of Internet technologies, security protocols and server operations to provide secure transmission capabilities for e-Government, e-Business, or e-Commerce applications.

Systems Administration: Knowledge of systems administration methods to integrate systems components and performance tuning tools to optimize systems performance, reallocate resources, and recommend components to improve overall systems performance.

Systems Administration: Knowledge of systems integration methods, and test and evaluation methods and procedures to plan and coordinate the installation of new products or equipment.

Customer Support: Knowledge of customer support concepts and methods, installed applications and the IT structure to prepare standard login scripts and establish network access protocols to enable customers to gain local or remote access.

Customer Support: Knowledge of customer support concepts and methods, and troubleshooting procedures to review, validate, and standardize problem resolutions for inclusion in the problem resolution database.

Customer Support: Knowledge of customer support concepts and methods, installed operating systems, and the IT infrastructure to serve as senior customer technical analyst with responsibility for resolving the most complex customer problems.

Evaluation Statement:

Factor Evaluation System Levels

1-7       1250

2-4         450

3-4         450

4-5         325

5-4         225

6/7-3c    180

8-1             5

9-1             5

Total   2890 = GS-12 (2755-3150)

Position Classification Standards Used:

Job Family Position Classification Standard for Administrative Work in the Information Technology Group, GS-2200, May 2001

