Physical Security Specialist
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I. INTRODUCTION

Physical Security work is concerned primarily with the physical protection of sensitive or classified information, personnel, facilities, installations, or other sensitive materials, resources, or processes against criminal, terrorist, or hostile intelligence activities. Physical security specialists develop security policy and design, develop, evaluate, and sometimes install protection systems and devices to insure that sensitive information, equipment, and other material is not compromised, sabotaged, stolen, misused, or subjected to terrorist, malicious mischief, or other acts of willful interference.
II. MAJOR DUTIES AND RESPONSIBILITIES

Physical security specialists review facility designs, inspect facilities where sensitive material will be located, ascertain the use to be made of material in the organization, who is to use it, and how it should be protected. They evaluate the effectiveness of existing security practices; recommend the type of control requirements, procedures, and facilities needed; assure that organization personnel are adhering to established policy and practices; and recommend appropriate action to correct deficiencies.

Physical security specialists conduct surveys and analyses to identify how critical and vulnerable facilities or sites are and threats against them. They consult with operating personnel and other security specialists to devise protection systems that provide maximum security with the least interference in the organization’s mission.
III. FACTOR LEVELS

Factor 1 - Knowledge Required by the Position 



FL 1-7 1250 points

Employees use knowledge of a wide range of physical security concepts, principles, and practices to independently review, analyze, and resolve difficult and complex security problems. Such work situations may involve planning and recommending the installation of multi-layered security systems which may involve personnel access controls, physical protection devices, monitoring equipment, security forces, remote alarm equipment, and other measures.

The work at this level requires significant expertise and depth of knowledge in physical security. Employees use knowledge of a variety of state-of-the-art security equipment and devices in planning and implementing protective methods and security procedures. The systems may include fencing variations; a variety of alarm and detection devices; closed circuit television systems; locking devices for doors, windows, vaults, and gates; personnel control systems such as various visual and electronic badging systems; and other approaches that are designed for or applied to protecting personnel, equipment, facilities, or information.

The employee is commonly considered one of the major authoritative sources of physical security program knowledge for organizations supported by the local security office and for interpreting policy originating from higher organizational levels. The employee develops local policy and implementing instructions, provides authoritative interpretations and guidance to management officials and other security specialists at the same and lower levels, and is responsible for resolving issues that involve conflicting security requirements.
Factor 2 - Supervisory Controls 





FL 2-4 450 points

The supervisor sets the overall objectives and decides on the resources available. The employee consults with the supervisor in determining which projects to initiate, develops deadlines, and identifies staff and other resources required in carrying out an assignment.  The employee, having developed expertise in physical security, is responsible for planning and carrying out the work, resolving most of the conflicts that arise, integrating and coordinating the work of others as necessary, and interpreting policy in terms of established objectives. The employee keeps the supervisor informed about progress, potentially controversial matters, or developing security conditions or requirements with far-reaching implications.
Finished work is reviewed from an overall standpoint in terms of feasibility, compatibility with other security program requirements, or effectiveness in meeting objectives and achieving expected results.

Factor 3 - Guidelines 






FL 3-4 450 points

Guidelines provide a general outline of the concepts, methods, and goals of physical security programs.  The guidelines consist of broad security guidance that are not specific in how they are to be defined, implemented, and monitored.  Where guidelines for performing the work are scarce or of limited use, the employee develops guides to be followed by physical security specialists at the same and lower levels in the organization. Typically, departmental guidelines available to the employee at this level are purposely left open to some local interpretation in order to allow accommodation to variations in conditions that affect the nature of security systems. 

Due to the lack of specificity, the guidelines are often insufficient to accomplish specific objectives. The employee must deviate from traditional methods and develop new methods, criteria, or proposed new policies. The employee uses initiative and resourcefulness in researching and implementing new and improved security methods and procedures within the employing organization. The employee establishes criteria for identifying and analyzing trends in security violations and other lapses in security, and in measuring organizational effectiveness in achieving security objectives and goals.

At this level, the employee exercises a great deal of personal judgment and discretion with broad latitude for interpreting and applying guidelines across the organization.

Factor 4 - Complexity 






FL 4-5 325 points

Employees perform assignments involving various projects, studies, or evaluations requiring the application of many different and unrelated processes, differing regulatory criteria and procedures, and significant departures from established practices, to reach decisions, or to develop and implement new methods and techniques that satisfy policy and operational requirements. The employee makes recommendations for changes in basic policy issuances and for implementing instructions covering established security techniques, practices, and methods based on personal analysis of very general policy directives and objectives.

Decisions regarding what needs to be done are complicated by the number and nature of existing security programs or other regulatory guidance or circumstances, overlapping requirements, distinct local, environmental, or other considerations that have an impact on the ability to apply established methods.

Usually, there are conflicting requirements, the problems are poorly defined or require projections based on variable information or technological development, or some degree of change must be anticipated in mission requirements, related security systems, or funding requirements.  The work involves originating new security techniques, establishing criteria, or developing new information and approaches to problem solutions.
Factor 5 - Scope and Effect 





FL 5-4 225 points

The work involves investigating and analyzing a variety of unusual physical security problems, questions, or conditions and formulating projects or studies to substantially alter existing physical security systems. The work affects security system design, installation, and maintenance in a wide range of activities within the organization and in non-Government organizations, in providing solutions to security problems and questions, and in developing alternatives and options that are designed to meet requirements in a variety of physical and environmental circumstances. Recommendations and technical interpretations affect the level of funding required to meet program objectives in conducting major substantive or administrative programs or services. Program and project proposals frequently cut across component or geographic lines within the agency, and may also affect the budgets, programs, and interests of other Federal agencies or organizations, public organizations, and/or private industrial firms.
Factor 6 - Personal Contacts 





FL 6-3 60 points

Contacts are with individuals from outside the agency who represent the security program interests of other Federal agencies, contractors, private business and financial interests, State and local governments, public and private institutions (e.g., colleges and universities), or congressional offices. Contacts take place in a moderately unstructured setting (e.g., the contacts are not established on a routine basis, the purpose and extent of each contact is different, and the role and authority of each party is identified during the course of the contact).
This level also includes contacts with employees of other Federal organizations engaged in security functions which affect the budget of the employing organization, and contacts with representatives of private firms performing services for the Government which involve security considerations as a function of contract performance.
Factor 7 - Purpose of Contacts 





FL 7-3 120 points

The purpose of contacts is to persuade program managers and other decision-making officials, with widely differing goals and interests, to follow a recommended course of action consistent with established security policies, objectives, and regulations. This level is exemplified by contacts with managers, often in an advisory relationship, for the purpose of briefing them on program plans and levels of spending or to change program plans so that security systems may be applied to greater advantage. At this level, persuasion and negotiation are necessary due to the presence of conflicting security, budgetary, and program objectives that must be resolved. Some employees present, explain, and defend controversial security policies and regulations at meetings and conferences with officials at higher levels of security program responsibility, and/or with officials from other agencies and private companies.
Factor 8 - Physical Demands 





FL 8-2 20 points

The work requires regular and recurring physical exertion, such as long periods of standing, walking, bending, stooping, reaching, crawling and similar activities. The work may require some common characteristics and abilities of physical agility and dexterity to work in confined spaces and to move or lift moderately heavy objects.
Factor 9 - Work Environment 





FL 9-2 20 points

The work is performed in settings in which there is regular and recurring exposure to moderate discomforts and unpleasantness, such as high levels of noise in contractors’ plants, high temperatures in confined spaces, or adverse weather conditions at construction sites. The employee may be required to use protective clothing or gear such as masks, gowns, coats, boots, goggles, gloves, or shields.
TOTAL POINTS - 2950

This position is exempt from coverage under the Fair Labor Standards Act.

