Information Technology Specialist GS-2210-13


(Parenthetical(s) to be determined by specialty area(s) identified at end of position description)

I. INTRODUCTION. 

This position is established to manage, supervise, lead, administer, develop, deliver, and/or support information technology (IT) systems and services. The work involves systems and services used in the automated acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, assurance, or reception of information; to include computers, network components, peripheral equipment, software, firmware, services, and related resources. Formal automated system(s) theories and methodologies are used throughout the entire, or specific phases of the system lifecycle to plan, design, develop, acquire, document, test, implement, integrate, maintain, or modify systems for solving problems or accomplishing work processes by using computers. The position is located in (fill in organizational entity information)

II. MAJOR DUTIES AND RESPONSIBILITIES. Works predominately in the identified specialty area(s) at end of this position description.

III. FACTORS 

Factor Level 1: Knowledge (1550 points)

 Mastery of, and skill in applying, advanced IT principles, concepts, methods, standards, and practices sufficient to accomplish assignments such as:

· develop and interpret policies, procedures, and strategies governing the planning and delivery of services throughout the agency;

· provide expert technical advice, guidance, and recommendations to management and other technical specialists on critical IT issues;

· apply new developments to previously unsolvable problems; and

· make decisions or recommendations that significantly influence important agency IT policies or programs.

AND

Mastery of, and skill in applying, most of the following:

· interrelationships of multiple IT specialties;

· the agency’s IT architecture;

· new IT developments and applications;

· emerging technologies and their applications to business processes;

· IT security concepts, standards, and methods;

· project management principles, methods, and practices including developing plans and schedules, estimating resource requirements, defining milestones and deliverables, monitoring activities, and evaluating and reporting on accomplishments; and

· oral and written communication techniques sufficient to accomplish assignments such as:

· ensure the integration of IT programs and services; and develop solutions to integration/interoperability issues;

· design, develop, and manage systems that meet current and future business requirements and apply and extend, enhance, or optimize the existing architecture;

· manage assigned projects;

· communicate complex technical requirements to non-technical personnel; and prepare and present briefings to senior management officials on complex/controversial issues.

Factor 2:  Supervisory Controls Level 2-4 (450 points) 

The supervisor outlines overall objectives and available resources. The employee and

supervisor, in consultation, discuss timeframes, scope of the assignment including possible stages, and possible approaches. The employee: determines the most appropriate principles, practices, and methods to apply in all phases of assignments, including the approach to be taken, degree of intensity, and depth of research in management advisories; frequently interprets regulations on his/her own initiative, applies new methods to resolve complex and/or intricate, controversial, or unprecedented issues and problems, and resolves most of the conflicts that arise; and keeps the supervisor informed of progress and of potentially controversial matters.  The supervisor reviews completed work for soundness of overall approach, effectiveness in meeting requirements or producing expected results, the feasibility of recommendations, and adherence to requirements. The supervisor does not usually review methods used.

Factor 3:  Guidelines Level 3-4 (450 points) 
The employee uses guidelines and precedents that are very general regarding agency policy statements and objectives. Guidelines specific to assignments are often scarce, inapplicable or have gaps in specificity that require considerable interpretation and/or adaptation for application to issues and problems. The employee uses judgment, initiative, and resourcefulness in deviating from established methods to modify, adapt, and/or refine broader guidelines to resolve specific complex and/or intricate issues and problems; treat specific issues or problems; research trends and patterns; develop new methods and criteria; and/or propose new policies and practices.

 Factor 4:  Complexity Level 4-5 (325 points) 
 Work consists of a variety of duties requiring the application of many different and

unrelated processes and methods to broad range of IT activities or to the in-depth analysis of IT issues. The employee makes decisions that involve major uncertainties with regard to the most effective approach or methodology to be applied. These changes typically result from: continuing changes in customer business requirements; or rapidly evolving technology in the specialty areas. The employee develops new standards, methods, and techniques; evaluates the impact of technological change; and/or conceives of solutions to highly complex technical issues. The work frequently involves integrating the activities of multiple specialty areas.

 Factor 5:  Scope And Effect Level 5-4 (225 points)

 Work involves establishing criteria; formulating projects; assessing program effectiveness; and/or investigating/analyzing a variety of unusual conditions, problems, or issues. Work affects a wide range of agency activities or the activities of other organizations.
Factor 6/7:  Personal Contacts/Purpose Of Contacts Lvl 3/C (180 pts) Contacts: Individuals or groups from outside the agency, including consultants, contractors, vendors, or representatives of professional associations, the media, or public interest groups, in moderately unstructured settings. This level may also include contacts with agency officials who are several managerial levels removed from the employee when such contacts occur on an ad hoc basis. Must recognize or learn the role and authority of each party during the course of the meeting.

Purpose: To influence and persuade employees and managers to accept and implement findings and recommendations. May encounter resistance as a result of issues such as organizational conflict, competing objectives, or resource problems. Must be skillful in approaching contacts to obtain the desired effect; e.g., gaining compliance with established policies and regulations by persuasion or negotiation.

Factor 8:  Physical Demands Level 8-1 (5 points) 
No unusual physical exertion is required. 

Factor 9:  Work Environment Level 9-1 (5 points) 
The work is performed primarily in an office setting

Total points = 3190 which falls within the GS-13 grade range

The position is exempt under the Fair Labors Standards Act (FLSA)

The primary position duties involve the selected specialty areas: 

_ Policy and Planning (PLCYPLN) Work that involves a wide range of IT management activities that typically extends and applies to an entire organization or major components of an organization. This includes

strategic planning, capital planning and investment control, workforce planning, policy and standards development, resource management, knowledge management, architecture and infrastructure planning and management, auditing, and information security management. Develop, implement, and ensure compliance with plans, policies, standards, infrastructures, and architectures that establish the framework for the management of all IT programs. 

_ Security (INFOSEC) Work that involves ensuring the confidentiality, integrity, and availability of systems, networks, and data through the planning, analysis, development, implementation, maintenance, and enhancement of information systems security programs, policies, procedures, and tools.
 Plan, develop, implement, and maintain programs, polices, and procedures to protect the integrity and confidentiality of systems, networks, and data. 

_ Systems Analysis (SYSANALYSIS) Work that involves applying analytical processes to the planning, design and implementation of new and improved information systems to meet the business requirements of customer organizations. Consult with customers to refine functional requirements and translate functional requirements into technical specifications. 

_ Applications Software (APPSW) Work that involves the design, documentation, development, modification, testing, installation, implementation, and support of new or existing applications software. Translate technical specifications into programming specifications; develop, customize, or acquire applications software programs; and test, debug, and maintain software programs.

_ Operating Systems (OS) Work that involves the planning, installation, configuration, testing,

implementation, and management of the systems environment in support of the organization’s IT architecture and business needs. Install, configure, and maintain the operating systems environment including systems servers and operating systems software on which applications programs run

_ Network Services (NETWORK) Work that involves the planning, analysis, design, development, testing, quality assurance, configuration, installation, implementation, integration, maintenance,

and/or management of networked systems used for the transmission of information in voice, data, and/or video formats. Test, install, configure, and maintain networks including hardware (servers, hubs,

bridges, switches, and routers) and software that permit the sharing and transmission of information.

_ Data Management (DATAMGT) Work that involves the planning, development, implementation, and administration of systems for the acquisition, storage, and retrieval of data. Develop and administer databases used to store and retrieve data and develop standards for the handling of data.

_ Internet (INET) Work that involves the technical planning, design, development, testing,

implementation, and management of Internet, intranet, and extranet activities, including systems/applications development and technical management of Web sites. This specialty only includes positions that require the application of technical knowledge of Internet systems, services, and technologies. Provide services that permit the publication and transmission of information about agency

programs to internal and external audiences using the Internet.

_ Systems Administration (SYSADMIN) Work that involves planning and coordinating the installation, testing, operation, troubleshooting, and maintenance of hardware and software systems. Install, configure, troubleshoot, and maintain hardware and software to ensure the availability and functionality of systems.

_ Customer Support (CUSTSPT) Work that involves the planning and delivery of customer support services, including installation, configuration, troubleshooting, customer assistance, and/or training, in response to customer requirements. Provide technical support to customers who need advice, assistance, and training in applying hardware and software systems
